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" SECRET ;
February 15, 1985

The Honorable William J. Casey
Central Intelligence Agency
Washington, D.C. 20505

Dear Bill,

The attachment was delivered to you directly when issued on January 16.
I draw it to your attention now because (a there has been no evident

response by anyone thus far and (b

25X1

Perhaps you could stimulate the process by which this matter might
get discussed at the most senior levels of our government.

Sincerely,
AAM
Lionel H.”Olmer m
jo o)
Attachment p=
Classified by: Lionel H. Olmer oo

Declassify on: 2/15/91
SECRET
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THE SECRETARY OF COMMERCE
Washington, B.C. 20230

JAN 16 1985 Executive Reglatry

85~ 304

MEMORANDUM FOR THE HONORABLE GEORGE SHULTZ
The Secretary of State

THE HONORABLE CASPAR WEINBERGER
The Secretary of Defense

THE HONORABLE DONALD HODEL
The Secretary of Energy

THE HONORABLE ROBERT C, McFARLANE
Assistant to the President
for National Security Affairs

THE HONORABLE JAMES BEGGS
Administrator, National Aeronautics
and Space Administration

SUBJECT: Soviet Access to Sensitive Scientific and
Technical Information Produced by or for
the United States Government

On the basis of analysis conducted over the past year, it
appears that several U.S. Government agencies are tolerating a
massive give-away program that permits the Soviets to acquire
tens of thousands of scientific and technical studies as well
as other strategic information. I am writing to the five of
you because I have no practical capability to control this flow
of information, While these studies and information are made
available to the public by the Commerce Department's National
Technical Information Service (NTIS), Commerce does not
originate the studies or information. Moreover NTIS cannot
reclassify them or, given the vast volume and scope of
subjects, in any practical way screen the material for
sensitivity.

The source of sensitive information of interest and of value to
the Soviets is the tens of thousands of unclassified and
previously classified studies produced by or for the Department
of Defense, the Department of Energy, and NASA, and submitted
by them to NTIS. Because of its Congressional-mandate to make
available to the public USG-originated studies, NTIS acts as a
clearing house, selling data bases and studies to commercial
vendors, such as DIALOG and ORBIT. These vendors in turn use
international networks such as TYMNET to sell such
USG-originated studies worldwide. With this program in place,
Moscow has had unlimited access to all information in NTIS
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Selected Studies Available in NTIS

Civil Defense in Soviet Perceptions
(Defense Nuclear Agency)

Salt: Deep Force Level Reductions
(Hudson Institute)

The Effect of Chemical Protective Clothing and Equipment on Combat
Efficiency
(U.S. Army) ‘ -

The Worldwide Military Command and Control Information System
(Ga0)

Fully Fueled Pomcus Vehicle Storage Test Program
(U.s. Army)

Adcom Secure Vdice Upgrade
(U.S. Air Force)

Under Water Acoustic Signature of a Nuclear Explosion
(Systems, Science, and Software)

Evaluations of Five Nuclear Weapons Effects Program
(U.S. Air Force) '

Policy Objective and Options Under a Leverage Strategy Toward Cuba
(U.S. Department of State)

Survey of Federal Computer Security Policies
(Defense Department)

Nuclear Analysis and Technology Assessment of Radar Concepts
(SAI, Inc.)

Cratering Capabilities of Low-Yield Nuclear Weapons
(U.S. Army)

Polymeric Microelectronics
(Syracuse University/Defense Department)

Advanced Aluminum Alloys from Rapidly Solidified Powders
(Lockheed/Defense Department)

Improved Graphite Fiber Adhesion
(Ashland Chemical/U.S. Air Force)

Device Development Program for Efficient Excitation of a
Blue~Green Laser
(Northrop/Defense Department)
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Development of Micro-Processor-based Laser
(Tennessee University/U.S. Army)

Pulsed DF Laser Effects Study
(Boeing Aerospace/U.S. Air Force)

Engineering Data for New Aerospace Materials
(Battelle/U.S. Air Force)

Frequency Scanning Radar Concepts for Army High Energy Laser Weapons
(U.S. Army)

A Simulation Model of the Army's Command, Control, Communication,

and Intelligence Process
(Defense Department)
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